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Agenda

o UART data’s integrity

e UART frame control

e Power save management

e TCP maintenance settings

o Multiple AP roaming and dual mode

e Firmware update mode, MFG mode

EERAHE B HARER A

131 B10H 287

IIIIIIIIIIIIIIII



mxchipWNet™-DTU

UART data’s integrity
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UART<->WIi-Fi data conversion block

[ UART->Wi-Fi ] Control by EMW3280 ,  Control by mxchipWNet-DTU
( m OE O E E = -I- m OE O E E = *
|
|
Em!:edded Wi-Fi module
DMA . UART Data
Controller : Controller
» RX UART DMA UD/:?: IEEE 802.11b/g MAC >
Buffer TCP/IP STACK
RTS Buffer
2=————=
|
|
Configurable DMA buffer : : 2048 Bytes 2048 Bytes
from 1byte to 256byte UART data buffer TCP window buffer

[ umRT<WiFi | '

]
1 Embedded Wi-Fi module
]

IEEE 802.11b/g MAC

YART - TCP/IP STACK

—»| CTS

2048 Bytes
i TCP window buffer
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Related settings in UART->WiI-Fi

[ uART>WiF |

Embedded Wi-Fi module
DMA UART Data
Controller Controller
RX
— UART DMA UD‘:':: »| [EEE 802.11b/g MAC
RTS Buffer > Buffer TCP/IP STACK
-
B | } * L
4 ' e
' ' Yo
' Configurable DMA buffer 3 2048 Bytes ~  ~ 2048 Bytes
N from 1byte to 256byte * UART data buffer ~ TCP window buffer
4 ) | N
' ' Yo
' ' DS
a4 ' N ( = a4 ~ N
UART settings DMA buffer size UART->WiFi conversion

Purpose: Set UART working parameters

Possible settings:
Baud rate; data length; parity method;
CTS/RTS ...
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Purpose: reduce the CPU time spending
when receiving UART data

Possible settings:
No buffer; 8 Bytes; 16bytes; 32 bytes; 64
bytes; 128 bytes; 256 bytes

Purpose: Set different methods that
convert UART data to network package

Possible settings:
Data flow mode; Time stamp mode; Data
package mode, Auto frame mode...
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UART data lost case iIn UART->WI-Fi

Data delay or block is very
common due to wireless or heavy
traffic on network .

UART->Wi-Fi
Embedded Wi-Fi module
DMA UART Data
Controller Controller = [ —

—» RX

UART | IEEE 802.11b/g MAC

RTS TCP/IP STACK
<
|3 .
L} . }

*, Configurable DMA buffer :
+ from 1byte to 256byte

& A
2048 Bytes,
UART data buffer

Host is still sending
UART data.

No more space for
additional UART data.

3648 Bytes
TCP window buffer

S —
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Wi-Fi data transmission
is blocked.
S5kbytes/s: 800ms
10kbytes/s: 400ms
50kbytes/s: 80ms
100kbytes/s: 40ms

NVi2ZICHIP
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UART data integrity, Method 1

Add an ACK mechanism over communication protocol

| UART Device l | Wi-Fi module l | Remote device l

Send UART data (s=n)

Send Wi.F;j data (s=p)

send ACK package (s=n)

No more UART data
should be sent to Wi-Fi
module if the previous
ACK package is not
received.

send ACK package (s=n+1)

ART (s=n+1)

send ACK package over U

FEBRFHEERARBIRAA MZ2I{CHIP
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UART data integrity, Method 2

Enable hardware flow control on both host and module.

Embedded Wi-Fi module

Recv over UART DMA UART Data
is stopped Controller Controller
> RX IEEE 802.11b/g MAC
UART —‘ > -11b/g >
RTS TCP/IP STACK
D
“ Configurable DMA buffer : 2048 Bytes 2048 Bytes

1 from 1byte to 256byte UART data buffer TCP window buffer

|

|

|
|
|

- — ta Stop, 1-/Sta Siop
RTS signal is asserted. RX  [Bit Data 1 Bit || 4° Bit Data 2 Bit
No more UART data should be
" sent to Wi-Fi module. TS ‘
RXNE I Data 1 read RXNE I
Data 2 can now be transmitted
S, . —— RS f— ; A | > - N
EBRFMEERABRAH VXL HIF
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UART data integrity, Method 3

Use EMSP command for data transmission

UART Device | Wi-Fi mudule l | Remote device l

Send UART data (s=n)

RT (s=n

S i
send ACK package over UA end Wi-Fj gat4 (s=n)

( )

No more UART data
should be sent to Wi-Fi
module if the previous
ACK package is not
received.

er UART (s=n+1)

Send ACK package oV

FEBRFHEERARBIRAA MZ2ICHIP
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Comparison

Method 1 Method 2 Method 3

Additional hardware
connection

Yes No

Middle, but much

[Transfer speed Low Fast faster than method 1

UART data package

User define User define EMSP command
format

DTU mode (status = 1)
CTS/RTS == Enable EMSP mode (status = 0)
DMA buffer size > 16

DTU mode (status = 1)
CTS/RTS == Enable

Configuration

LFBRFMEERRTFIRA A M2I{CHIP
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UART frame control
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UART frame control: Data flow mode

e Data frame is used to fetch the target data from data flow

o Wi-Fi network has standard data package definition: TCP, UDP, HTML, etc...

o UART data formats are all user defined _
Recv n bytes at one time,

rebuild the UART data frame
in receiver’s UART buffer.

UART Data frames UART frame
Recv n package bytes at one
_ time, rebuild the UART data
Treat UART data as data flow: DATA mode = Data Flow Mode, UART DMA Size=0, TCP data frame: frame in receiver’s data buffer.

980 (8880 080 (19980 (080 (08080 QO () =
S8R0 (880 (196080 (86D (8630 (030 (0L

Treat UART data as data flow: DATA mode = Data Flow Mode, UART DMA Size=8, TCP data frame

O U0 (SEE8EEaE ) U] U
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Time stamp mode

e Data flow mode
J If UART data buffer has data ,try to send them as soon as possible.
o Advantage: UART data is sent to Wi-Fi very fast.

o Disadvantage: TCP data is fragmental, each TCP package has little useful UART data, and import
too much TCP framework data (TCP head and TCP tail) .

e Time stamp mode
o If UART data buffer has data, wait a pre-configured time or buffer is full, then send them.
J Advantage: The quality of TCP package is reduced, Network performance is better.

J Disadvantage: Data has a delay if UART data length is short

Emmm- Pre-configured time delay €-==== 4
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Package mode and Auto frame mode

e Put one UART package in one network package would simplify the
package recognition on the remote network device.

Time interval between two package > 50ms,in auto frame mode

UART Data frames

Detect UART data’s package: DATA mode = package mode or auto frame mode

ga0a0nennnnnnessnajasisanasanfansnnnnnnnnsafunens
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Package mode format

Package mode 1

Package mode 2

. 4

LFBRFMEERRTFIRA A MZI{CHIP
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101: Frame control mode

UART Data frames

101

S008000000000000 00000000 RRERE000ER0NOREN0

Detect UART data’s package: DATA mode = Dara Flow mode, I01 = Frame control mode

U Ol ) LU DU
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Low Power Modes
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Different Power Mode On EMW3280

Standby mode

Stop mode
(Under develop)

IEEE power save mode

Full Power Up

Fast boot

Entry

Exit

Wakeup
Time

Usage

Limitation

80uA

1-5mA

40-65mA

185mA-220mA

Asserted low on
nWakeup pin

EMSP cmd (Plan):
EMSP_CMD_STOP

EMSP cmd:
EMSP_CMD_SET PS_MODE

Disable any low
power mode

Deasserted on
nWakeup pin

Any UART data

EMSP cmd:
EMSP_CMD_SET PS_MODE

Into any low power
mode

7/50ms

<20ms

<10us, managed by IEEE
PS standard

Lowest power

Low power, but fast
recover

Keep network connection

Real time response

Only in AP client mode

RS AR AR A
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|IEEE PS mode: Principle

B B 1 gttt ooty DI | 5 o Beacon
with TIM o ‘ E'ETA > with TIM
ACK (more=1) ACK (more=0) ACK
AP - e - =l -
L] | "
<::T— — : »l
Client  Sleep PS-Poll ACK  PS-Poll ACK PS-Poll  OleEP

153807

Client Full Power

<=2 Access Delay
Power saving basics

To assist stations with power saving, Access Points (APs) are designed to buffer frames for a station
when that station is in power save mode and to transmit them later to the station when the AP knows the
station will listen. When a station is in power save mode, it turns off its transmitter and receiver to
preserve energy. It takes less power for a station to turn its receiver on to listen to frames than to turn it
its transmitter on to transmit frames.

Target Beacon Transmission Time Time (TBTT) and beacon
interval

The TIM information element

Delivery Traffic Indication Map (DTIM), DTIM period(DTIM=1
beacon interval in current case)

EERREE AR A4
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IEEE PS mode: Settings on AP

Beacon interval and Delivery Traffic Indication Map (DTIM)
Wi-Fi module would wake up every DTIM x Beacon Interval

Save more power if the wake up interval is longer, but device would suffer more network latency

" dvanced Settings x
~—Advanced Settings

Transmission Rates 1-2-5.5-11-22{Mbps)fad
Preamble Type Long Preamble =]
=olD Broadcast Enable ¥,
Beacon Interval 100

RTS Threshold 4095

Fragmentation Threshold |4095

DTIM Interval 4

Antenna Selection Diversity Antenna v

ok |  cancel |

Example:Wake up interval = 100x3 = 300ms
EFHREEESEARFIRAE
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I: DTIM Interval :I

DTIM TIM TIM DTIM

- <

& TN

Buffer—:-'j frame Buffér—:—j
for other station Frams

Time >

Power<ave station
activity

PSFOLL

A\ prd || o

INSPIRE YOUR IDEAS



|[EEE PS mode: Settings on EMW module

Power Save Mode: Enable or disable IEEE power save mode
Remain wakeup after receive data:

e Timeout Unit: Beacon Interval or Millisecond

e UniCast Timeout: Remain Nx(Timeout unit) after receive unicast data

e MultiCast Timeout: Remain Nx(Timeout unit) after receive multicast or broadcast data

FPower Save Mode
Power Save Mode: | Disable v

Network delay is reduced after module receive
the first data. Network performance is better in

UniCast TimeOut: discontinuous data reception mode but more
power is consumed.

TimeQOut Unit:

MultiCast Timelut:

EERAHE B HARER A
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Manage TCP Connections
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Read TCP connection status

TCP connection can guarantee a successful data transmission, TCP status
info is very useful for terminal device.

EMSP_CMD_GET_STATUS

This command is used for reading the network state.

The host sends request: 08 00 OA 00 00 00 ED FF FF FF

The module returns response: 08 00 OE 00 01 00 E8 FF XX XX YY YY ZZ ZZ
<command>: 0x0008

<length>: OxO00E

<result>: 0x00001, success!

<head_checksum>: Ox FFES8

<data>: Ox000X000Y. X presents TCP state: X=1 presents TCP is listening and X=2 presents TCP is
connected; Y presents WiFi state: Y=5 presents Wi-Fi is startup (maybe not connected) and Y=0 presents
Wi-Fi is stopped.

<data_checksum>: 0xZZZ/Z, calculated from <data>
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Setup And Close TCP Connection

SYN_RCVD

. J

M ESTABLISHED ]

[ ESTABLISHED ] u

Close
FIN_ WAIT 1

55=1460 [ CLOSE_WAIT ]

SYN K, ACK J+1, M

N\

[ FIN_WAIT_2

J

[ LAST_ACK ]

[ CLOSED ] M

EBREMEERARBRA A
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TCP Connection Maintenance

e Unexpected power down on TCP server/client

® Network disconnection
e Failed on network devices(Gateway, Router...)
e Uncompleted TCP close procedure

TCP data transmission would be failed under above circumstances, so
device should release any resource used by this TCP, mark it as closed and try

to establish a new one.

Detection method:

A Failed TCP data transmission(No ACK is received after data transmission):
for fast detect while data is transmitting

Keep-Alive message(A simulated data transmission): used while no data is
transmitting on TCP conn.

LigKMERA/R2 e eue s
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TCP Maintenance Settings On Module

TCP Keepalive Retry Num: 4

TCP Keepalive Time(second): 120

e TCP Transmit Timeout: Wait a period time before mark the TCP as disconnected if no ACK is
received.

e TCP Keepalive Retry Num: Number of failed TCP keepalive packages before mark the TCP as
disconnected.

o TCP Keepalive Interval Time: Time interval between two TCP keepalive packages.

Time needed to detect a broken TCP using TCP keepalive:
e Min: TCP Keepalive Retry Num x TCP Keepalive Interval Time
e Max: (TCP Keepalive Retry Num +1) x TCP Keepalive Interval Time

Time needed to detect a broken TCP using data transition timeout:
e min(TCP Keepalive Retry Num x TCP Keepalive Interval Time, 120s)
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Others
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Multiple AP roaming

This function is only used in AP client mode and dual mode.

Module try to connect another AP listed in Main AP and extra AP list after current
connection is lost.

® Priory: Main AP>Extra AP 1>Extra AP 2>Extra AP 3>Extra AP 4
e |f serval APs share the same SSID name and security settings, treat them as one.

Use EMW Tool Box

WiFi Mode:
Main AP:

Extra AP 1:
Extra AP 2:
Extra AP 3:
Extra AP 4:

AP Client
SSID: MXCHIP_3E1D4E
SSID: MXCHIP12
SSID: mMxcHIp4s
SSID: MxCHIP23

SSID: MXCHIP12

EERMEREABIRAE
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NONE

WPA

WEP

NONE

NONE

: | Key:

: Key: 12345678
: |[Key: 12345

: | Key:

: | Key:

Use EMW Tool Box

INSPIRE YOUR I1IDEAS



Dual Mode

In dual mode, module establish a soft AP while in AP client mode.

Limitation

e Soft AP conn. is only used for direct communicate with module, no router function provided
between soft AP and AP client (1).

e Communication between clients under soft AP is forbidden (2).

® Module’s IP address in Dual mode Soft AP is unchangeable : 11.11.11.

® |EEE power save mode can not be used ‘ l

Usage =,

N

® Provide a always-on connection to config EMW module —

AP client X (1 )
® Provide a always-on connection for local remote control

WiFi Mode: Dual Mode *

Main AP: SSID: mxcHip | '

Extra AP 1: SSID: WEP s | Key: -

Extra AP 2: SSID: WEP s | Key:

Extra AP 3: SSID: WEP : | Key: - X :;;;_ .

Extra AP 4: SSID: wep & | Key: — (2) =

AP Server: SSID: soft-Ap : |Key: 12345678 ; -
EBRAHEEREABRAA VIALHIF
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Firmware Update Mode

BOOT STATUS
0 0
0 1 (Default)
1 (Default) 0

1 (Default) 1 (Default)

BERTEIRTS
MFG mode

Firmware update mode

EMSP command mode

DTU mode

Firmware update over UART Refer AN0002 for details. Update from web page will be released in Dec. 2012

UART para.: 115200/8/n/1, open update
command interface with COM tools.

Input”1”, and send the bin file with

Boot module to FW update mode Ymodem

|
|

EBREMEERARBRA
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— - > e
mulp oo oom 020000006 OS @ THE @EE SEW FUQ REO BHO J I:l 10 SRR
3 ! eecccsccnscncese = D® ©8 0B & D2 =3 0B &
bl 1 — - — -~
I! g !:“ 4 > " ’._ = = ! .._- i | <-a> recover the settings with default 1
T 1HS P - - . 2:FWERASE i erase the current firmware and settings | HKCHIP> )
S g i am I - —_— | §) EEEE | gxcu}e thttahgur;erft firmware | , (C) COPYRIGHT 2011 MKCHIP corporat10n***************:
i | displays this help |
! [T l - ‘ R : Bootloader for EMH_HJ_F_I modules {Version 1.0.0) i
C] - i By William Ku from MXKCHIP M2M Team | | E aa] !
+ command ————————————— e,
- - IEEFE: FADIOS02TIbindLE
CR TR o ‘ MKCHIP> : 1: FWUPDQTE <-a> Jgé?guTmodemi
| AP an k122 P ® )I' ***************** {C) COPYRIGHT 2011 MXCHIP corporat1on***************? | % EEE$HSE .I,*wa | | — 2 %?ggéﬁ_;{ﬁ
HiskHE eeccscsccsceccee P | Bootloader for EM{ Wi-Fi modules (Version 1.0.0) | : 2 HELP 1;‘”‘05‘32“‘““1‘*‘“‘”5“2” bin +
B (E):
;}i;%%;éq'; E 900000 0OOS @ * -:- command ———————————————+ function I Imodem v M2M wmo—demﬁ%;ﬁ]ﬁ]]’
AL .l. = 4 o | 1:FWUPDATE <-a> . update the firmware from UART using Ymodem| e e [|HM Team
bl =) —_— £ I | <-a> recover the settings with default i [(®z2e | %Mo ][ =# | *
| =S - [ | 2:FYERASE | erase the current firmware and settings |
;E { L - oooooePOel i ?) EEE; i sxcu}e thehcurEerlmt firmware | MKCHIP> 1
1B " thy
:= | - - A X N R NN R NN . I , C1splavs This e I Firmware updating...... o
i - | By William Xu from MXCHIP M2M Team | Waiting for the file to be {pr a’ to abort)
> - CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCM
— Failed to receive the file!
>
HKCHIP>
EiEE 0:02:2¢ BabAI 115200 8-¥-1
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e Qutput firmware version

e QOutput module’s MAC address
e Search AP and display AP’s signal strength

e (Connect a predefined AP
e DHCP test and ping AP

e Optional TCP/UDP test(define the remote device’s address before test) L

Input test AP’s SSID to start test

Version: 0206028f

] TF IR A A

MAC: 7C-E9-D3-AB-56-5F

e MACHLIE

MXCHIP_MFMODE> ssid MXCHIPWPA fir & %% 4549 L2 M 44

% AR

Scan AP Success:

SSID: MXCHIPWPA, RSSI: 53
SSID: MXCHIP, RSSI: 64
SSID: TEST, RSSI: 65
SSID: CLH, RSSI: 76

SSID: TP, RSSI: 84

SSID: ChinaNet- sldl, RSSI:
SSID:

89

TP-LINK_AF9F72. RSSI: 91 o % 4% & ik 2

HP Connect Success

DHCP Get IP Success,

IP address: 192.168.1.4 T2

A ¥ & MK 4 R

1nhg erver Success
ping reply from AP, delay &
ping reply from AP, delay 1
ping reply from AP, delay 0
ping reply from AP, delay 0
ping reply from AP, delay 0

ms
ms
ms
ms
ms

Pingim| X 45 &

<

EEHE 0:00:55 ANSTH 115200 8-K-1

EBREMEERARBRA A
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MFG mode

Extra test function on TCP/UDP data transmission

@
|

MAC: 84-4B-F5-3E-1D-4E

MXCHIP_MFMODE> tcp 10.0.1.3
Use TCP send packet to 0xABB0103

MXCHIP_MFMODE> ssid MXCHIPHWPA
Scan AP Success:

SSID: linksys, RSSI: 49

SSID: MKCHIPWPA, RSSI: 53
SSID: MKCHIP, RSSI: 60

SSID: Netcore, RSSI: 67

SSID: CLH, RSSI: 75

SSID: TP-LINK_AF9F72, RSSI: 76
SSID: TP, RSSI: 76

SSID: LAN, RSSI: 85

SSID: ChinaNet-sldl, RSSI: 91
AP Connect Success
DHCP Get IP Success, IP address: 10.06.1.4
Ping DHCP Server Success

ping reply from AP
ping reply from AP,
ping reply from AP,
ping reply from AP,
ping reply from AP,

, delay & ms
delay 1 ms
delay 1 ms
delay 1 ms
delay 0 ms

| EESE 0:24:0¢ ANSTH 115200 8-H-1 am

Boot module to FWG mode

MUCHIP cosoen  go000cccce '-’."
¥ : d ! (I E R R R RN AR NN RN N .l .l EEE.'

g;ii!i 't = f m B

\ : .I'I.Illlll .D .

mmn : °

|- an ®

! =3 ? é ([ E A R R R N NN NN NN NN - ::"

I : o esccceseee o °

., RATERE SEeeee e

5 N
G B AL ssszeeeee @

4

@ TCP&UDPRMXTH — [10.0.1.4:25914]

BE@ ZEW BOW HW x
. EMW A 51 i A AAWi-Fitli iR @ MICHIP®
& < ? — AR & KR EB AN
o e EWEREERARRAATHES  WWW,emwifl.com
| REEE O ARRSE B s B SemRiF KRR B B .
Bt 7 x « 10.0.1.4:25914 4bx
B EPRER
o M RESBER B4FIP: £2E [ SRkl 6 pats
=38 A1 (10.0.1.3):5080 i ” -
D 10,0°1.4:95014 ORISR [ ORENM [ REEEENNE s | wm
BrimO:
o I
=
T
EaiVR
pyrE #2857 | [(E=]| 67| wm| r Sesn
P  EEER e | ]
Eix:
0
i
SS62TTE0
A
EIXERE B/S): 0 FOERT (B/S): 396724
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THE END

Make wireless connections
Simple

Thank you!

FERREEEARERAH
1341 H10H £ H#im

||||||||||||||||





