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V1.00  2018.04.10 fRM%fE H—h.

V1.01  2018.06.07 Albert Meng & IE KR

V1.03  2019.05.10 fREEME/KICE B9 MQTT MI/44A1 SSL /i

V1.04  2019.09.09 7&HEfE Hm MQTT i##2 Azure loT

V1.05  2020.03.24 &%k K=}

ERTEE

AEEATUT=RES:

S ]| R~ mm) &

SIM7020C  NB1 17.6*15.7 Band 1/3/5/8

SIM7020E  NB1 17.6*15.7 Band 1/3/5/8/20/28

SIM7030  NB1 16*18 Band 1/3/5/8

SIM7060  NB1+GNSS  24*24 Band 5/8

SIM7020G  NB2 17.6*15.7 Band 1/2/3/4/5/8/12/13/17/18/19/20/25/26/28/66/70/71/85
SIM7060G NB2+GNSS  24*24 Band 1/2/3/4/5/8/12/13/17/18/19/20/25/26/28/66/70/71/85
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B 1A

1.1 AXHH

BT AT I/ T e, AXFEANH MQTT(S)HL 5 ik -
S35 WM HISCRS, 1 Al AR PRER S PR T AR AR IR0 55

1.2 BEYH

[1] SIM7020 Series_ AT Command Manual

1.3 ARNiFHMES
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2 MOQTT 43

MQTT G4 2 BAFE M 4) J& 1SO FR#E(ISO/NIEC PRF 20922) R 3T KA /1T BTG W Bl . & TAELE
TCP/IP st b, R AREAEPE REAR R Az FE 8 4 DA S I 28 R0 RERE B 75 050 N T e & A /T Bl B9 SR B
MQTT iR NKEITHEEIAR, H TAETEMRT B8« AN T 5E 1 N 4% (14370 P2 A% B N4 ] 152 £ 3 T T 182 11 1)
G B EALUT EZE R LR

1)
2)
3)
4)

5)
6)

AR AAT AT T B, JR Bt — X 2RO B AT, BRI R P R A
X N B T B AR
i) TCP/IP FRBEM 2% IEHz ;
A = B R A IR 55 o
& “BX R, HWERMEEKBIKZ TCPNP M, 2RAWEERANESR. X—%
AT, WS EE, ER—REREREIE, HAAARERAEH
PORIE
o “EA—7, WRHERIL, HEHEEETRESLE.
o “HE—X”, WRHEZE—R. X—ZAmHTWm T HERL, EitkstRg s, HEE
ElER S FEA LR .

ANBLAERG, FRRR/N (BB KRR 2 1), thilscim/Mb, DU E ;
i} Last Will A1 Testament {3 1A 55 & 05 % /- b 7 0 1 T RO HL ] o
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Bl 3 MQTT X AT 8%

AT+CMQNEW New MQTT

AT+CMQCON Send MQTT Connection Packet
AT+CMQDISCON Disconnect MQTT

AT+CMQSUB Send MQTT Subscribe Packet
AT+CMQUNSUB Send MQTT Unsubscribe Packet
AT+CMQPUB Send MQTT Publish Packet
+CMQDISCON MQTT Disconnect Indication

AT+CMQALICFG

Configure Alibaba Clound Parameters

AT+CMQALICON

Send MQTT Connection Packet to Alibaba Cloud

AT+CMQTTSNEW New MQTTS

AT+CMQTTSNEWEXT New a MQTTS Instance by Multi Packages for a Long Size Command
AT+CMQAZURECFG Configure Microsoft Azure 0T Parameters

AT+CMQAZURECON Send MQTT Connection Packet to Azure 10T

AT+CMQTSYNC Configure MQTT Synchronization Mode

HEZI AT 18415 R, 1§23 %“SIM7020 Series_ AT Command Manual”.

www.simcom.com
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Bl 4 MEERBOIE

BT HL2 E Zh80E PDN 13K PS ML & Huhlk . i R 53R R AR L IEH .
4.1 PDN BHEE

/IPDN B¥EHIT

AT+CPIN? IFEEE SIM RIRES

+CPIN: READY

OK

AT+CSQ IR S

+CSQ: 20,0

OK

AT+CGREG? 1) PS M55 [t

+CGREG: 0,1

OK

AT+CGACT? // PDN ¥43% 5 1

+CGACT: 1,1

OK

AT+COPS? B R, 1578w S W 2% i X
+COPS: 0,2,"46000",9 /19 Bl NB-IOT %%

OK

AT+CGCONTRDP AR M2 T % APN R4 ECHT 1P Hihk
+CGCONTRDP:

1,5,"cmnbiot","100.80.73.123.255.255.255.0"

OK

www.simcom.com 8/19
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4.2 FNE APN L&

A T ENA APN ICE IR, EERINNBE.
IIFEh%EE APN FC & 5.

AT+CFUN=0 1151 RF
+CPIN: NOT READY

OK

AT*MCGDEFCONT="IP","cmnbiot" I & APN
OK

AT+CFUN=1 T RF
OK

+CPIN: READY
AT+CGREG? I PS M4 [
+CGREG: 0,1

OK

AT+CGCONTRDP 1175 PS M), —MBS1S RIS BCH 1P Hihk
+CGCONTRDP:

1,5,"cmnbiot","100.80.73.123.255.255.255.0"

OK
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Bl 5 MQTT BZEN

HHTEEE MQTT FPE IR, TUSHUTRLSWE, ARENHLT, BIKH.

IIFTFFER & X MQTT FHHER A+

AT+CMQTSYNC=1 1T MQTT [REIE R
OK
AT+CMQTSYNC=0 1% MQTT [Rl A
OK

NOTE

® JFiiJ5, AT+CMQCON,AT+CMQSUB,AT+CMQPUB AT+CMQUNSUB #54 ik [i] OK B4 45 4k,
TR H MQTT 4F IDLE HRZ, AP ZIHAT 0 R —4 MQTT 54

o IRUCAEHAPIRE, AIEN N, AT+CMQCON,AT+CMQSUB,AT+CMQPUB,AT+CMQUNSUB #&
AR [A] OK AR S PAT KIZHLT, T —2 MQTT #5216 245 3 il 55 2% 3 [B] )R ATH B4 R
17, #2=ik [ ERROR.

www.simcom.com 10/19
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Bl 6 MQTT W E#iiz

6.1 MQTT BE3ZE—/ MQTT AR5

IIFEHE—R MQTT BRS5ERHIBIF

AT+CMQNEW=""test.mosquitto.org"","1883", I1EIE TCP &
12000,1024 %G, MQTT id 25 [H]
+CMQNEW: 0

OK

AT+CMQCON=0,3,"myclient",600,1,0 IRi% MQTT &4k
OK

AT+CMQSUB=0,"mytopic",1 ARGES:

OK

AT+CMQPUB=0,"mytopic",1,0,0,8,"31323334" RATE S

OK

+CMQPUB: 0,"mytopic",1,0,0,8,"31323334" W B 55 283 T AR IC 32 R LT Bl v S
AT+CMQUNSUB=0,"mytopic" I T 15 3

OK

AT+CMQDISCON=0 Wi MQTT &8

OK

6.2 MQTT EHEMEL

IIMQTT ZEHEM B = HfilF.

AT+CMQNEW="productKey.iot-as-mqtt.cn-shanghai.ali  //f/& TCP &
yuncs.com","1883",12000,1024

+CMQNEW: 0 I JE, MQTT id £¥iR [1]
OK
AT+CMQALICFG=0,"productKey","deviceName", IR E R =& S5

"deviceSecret"

www.simcom.com 11/19
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oK
AT+CMQALICON=0,600,1 Iki% MQTT &R, EHME L

oK

AT+CMQSUB=0,"/productKey/deviceName/TEST1 ",1 13T 1) 2= /8t

oK

AT+CMQPUB=0,"/productKey/deviceName/TEST1", IRARH S
1,0,0,16,"3132333435363738" 1

oK

+CMQPUB:0,"/productKey/deviceName/TEST1", ISR R 55 2wt T ARH 2% 22 A TT ) ¥ J2.

1,0,0,16,"3132333435363738"
AT+CMQUNSUB=0,"/productKey/deviceName/TEST1" TG T T8 3 .

OK
AT+CMQDISCON=0 W T MQTT 4%
OK

NOTE

® “productkey”, “deviceName” LA }z“deviceScret”ix = AN 4 n] DL BT B 7z 3 - $REL
® I[RFM, TEITHIEME L ik TOPIC FIRF Ak topic, F45 T KA R 115 &R .

www.simcom.com 12/19
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7.1  {#M AT+CSETCA B EIrBay5 &R

/I AT+CSETCA & ZiEBi#{T MQTTS HEZAIHIF.

AT+CSETCA=0,1312,1,0,"-----BEGIN
CERTIFICATE-----\r\nMIIDgjCCApKgAwIBAgIJAIImMRX1
D4JhMMAOGCSqGSIb3DQEBDQUAMGoxFzAVBgNVB
AMMDKFUIE1IRVFQgYnJva2VyMRYwFAYDVQQKDA1Pd
25UcmFja3Mub3JnMRQWEQYDVQQLDAtnZW5lIcmF0Z
S1DQTEhMB8GCSqGSIb3DQEJARYSbm9ib2R5QGV4Y
WiwbGUubmVOMB4XDTE4MDgwMTASNTIZMIoXDTMy
MDcyODA5NTIzMlowajEXMBUGA1LUEAWWOQWA4gTVF
UVCBIicm9rZXIxFjAUBgNVBAoMDU93bIRyYWNrcy5vc
mcxFDASBgNVBAsMC2dIbmVyYXRILUNBMSEwWHwYJ
KoZlhveNAQkBFhJub2JvZHIAZXhhbXBsZS5uZXQwgg
EiMAOGCSqGSIb3DQEBAQUAA4IBDwWAWggEKAOIBA
QDBdvA5HF8hcvvZKCQjCezZQPpPzHUcqSQQCTcpJdn
C2kb5DVA2EVNZ6bLKBTcfkv+40AZK3VXWoof0dmZwh
Y1XTgxVMLxFeQwp9eW5h2UnDS278qcQsT93z9RZfVi
7jyCc0eS6DQaMOLuKMefYM8dYYN73PWVTZejtRmBp
8PrDIk/6xXqGFIIZgKRMboNjNc1HXd/7Cv0I27WYagoRs
ArHC2rdoS+soxa+i9Cvdbp0dpjYnlY6sNDV5mST2NnK/
tNtMIFQRKV1XWSRosGlyJxaHK6sEuFgspoC711Jzq71z
nOgxbe8v8Zyya2zXczCR4h05Kjf4vpLIft3oWgxaD10ZA
gMBAAGjUzBRMBOGA1UdDgQWBBShCqgK2sT9GrZ0n
5918b7Btm9laPTAfBgNVHSMEGDAWgBShCqK2sT9GrzZ
0n5918b7Btm9laPTAPBgNVHRMBAfSBEBTADAQH/MAO
GCSqGSIb3DQEBDQUAA4IBAQABtYQuZ9rr3T7Qc+jjIK
7yVtT5dSTYOOWYNjNBMD4I8DXadWpSeuj36"

OK
AT+CSETCA=0,1312,0,0,"qfwTpSdAtMoJcUv20AxAWN
9dSVkHxgfsdv1j/O6nstC4cErYfT6/pd603V+Fr+b+idk/OL
dxzhJfY1lI3uYVNKZrRarcPuOn1WAFOxDIpxAmXrDozCD
4mHpOIIP/F8TFbDIMigyZ+QOPC+32KJZLg+MRNnz0ODxG
PsQ+zONL/IRFmhwYkirncwhRdomeC+SePmL15TCQ1Y
Szr/iSaYWMG55N0K qJdfY43xNuDL+kFT3PUQXb41Q4
E/0+ChnAgs681lc+TVDceD6RPNHjIGnyFikjXLwW5eNt

www.simcom.com
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H9-----END CERTIFICATE-----"

OK

AT+CSETCA=1,1520,1,0,"-----BEGIN I & client iE45, pRIAIE, XS
CERTIFICATE-----\r\nMIIERjCCAy6gAWIBAgIJAJUEUDE fu
0Kmu2MAOGCSqGSIb3DQEBDQUAMGoxFzAVBgNVB
AMMDKFUIE1IRVFQgYnJva2VyMRYwFAYDVQQKDA1Pd
25UcmFja3Mub3JnMRQwWEQYDVQQLDAtnZW5lcmF0Z
S1DQTEhMB8GCSqGSIb3DQEJARYSbm9ib2R5QGV4Y
WiwbGUubmVOMB4XDTE4MDgwMTASNTcONIoXDTMy
MDcyODAS5NTcONlowEzZERMAB8GA1UEAwwIbXIjbGllIbn
QwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWGQEKA
0IBAQCVEKXoe2dkjuclLMKQmMWLELr175K+sKsdJ3Ny
Id/mwPr+Ls8esJPgtEwS7zcPKczlOP50VhepGNmkp4Tl
+9Xy5UcbU3IpjCnzFdvDUwg64fsByrRyEOT8NPOKw+0
g0XBwX/3s/yg8k3SmXcp54+uoujRnTdtBbgiNbdTKyT3
94d9nxVBRHeo5YmMHiI3GN8KRL 7lujC6LB6sNokepmW
DRt50rc3shJOHk6pNEdQpo4vt4A/ISIMB89JPpq8x3f4c+
bvNWIUGuUjcWJIBdgvYFxXnoM50dQU+wbmEEZI4+16B
NOobFxiYtrOHs+Xk6+CWi3/4/b Xb9FtQE1LQMyPwdDJf
q7AgMBAAGjggFEMIIBQDAMBgNVHRMBASEA]JAAMA
kGALUJdEQQCMAAWEQYJYIZIAYb4QgEBBAQDAgWg
MBOGA1UdJQQWMBQGCCsGAQUFBwMCBggrBgEFB
QcDBDALBgNVHQ8EBAMCAGgWKAYJYIZIAYb4QgEN
BBsWGUNsaWVudCBCcm9rzXIlgQ2VydGimaWNhdGU
wHQYDVROOBBYEFGIleiFUHsSWR25+eXsStFIgYt4OM
MIGcBgNVHSMEgZQwgZGAFKEKoraxP0atnSfn2Xxvs
G2b0ho90W6kbDBgMRcwFQYDVQQDDASBhiBNUVRU
IGJyb"

OK
AT+CSETCA=1,1520,0,0,"2tIciEWMBQGALUECgWNT3d /X E client iE+, /A KIE, X5
uUVHJIhY2tzLm9yZzEUMBIGALUECWWLZ2VuzZXJhdGUt £
QOEXITAfBgkghkiGOwOBCQEWEMmM5vYm9keUBIeGFtcG
XILm5IdIIJAIIMRX1D4JhMMAOGCSqGSIb3DQEBDQUA
A4IBAQA5alnn4JIxCF7TsSPSYDIxvYGj3MIucfiGQFWjz
sNvhrAotBfuS2KPCxmo/3500tqTHqlSfy3upTAgMJireA
zVigZaVneMxS8GHAMzezlaittuxZRAO6] YUfn030kX/3M
gssJxa81/5M6+0OpQdDNKK2iFmUjwf+iGjGVE9KpsKLIi
MWOTDOWBLfPCO7d20WQmg4+UM9l+xxp3CAmMkdD+
FGQNBz72d2Js2MJ/QWD7ZEeOu++0T4/xq+rVzGyxYuq
nJbQWP/oayfEJn3rtm5jniAA2xEykgPnk3rm9KNVzvIibH
MDQXTcA774mlcvc4VILgjW2k9LnyCjYSAEp3blb3D5Lp

OK

AT+CSETCA=2,1656,1,0,"-----BEGIN RSA PRIVATE /[ client key, WK%, X&HE—
KEY-----\'nMIIEpAIBAAKCAQEArxXCI6HtnZI7nNSzCkJs £
CxC69e+SvrCrHSdzciHf5sD6/i7PHrCT4ALRMEuU83DynM

www.simcom.com 14 /19
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5dD+aFYXgRjZpKeEyPvV8uVHG1INyKYwp8xXbw1MIO
uH7AcqOchNE/DT9CsPtINFwcF/97P80PJNOplI3KeePrgL
00Z03bQW4ljW3Uysk9/eHfZ8VQUR3qOWJIh4txjfCkS+5
bowuiwerDaJHqZlg0beaK3N71SdB50qTRHUKaOL 7eA
PyEojAfPST6avMd3+HPmM7zViFBro3FiQXYL2BcV56DO
aHUFPsG5hBGZePteg TdKGxcYmLazh7PI50vglot/+P21
2/RbUBNSODMj8HQyX6uwIDAQABAOIBAQCUALEiIiwO
GCZEYX8IV1F3fZP+K2EXprRadCTNStEZEmzYXGp/ER
GhgukzuXQrhaOdvC6dpsg9CyF2IFl/wEuin9ygMcZma8g
mEcv8gRc+srTM2WkDbJknzp9CpRpZ6d9jLm7mCQso
7j143w8K4zKnubJAEVIP7GbC4S013pKwWb1AohnFKk
XyVpNLExk2Dh8WkqGAPSp7WDfD8rybRAEpDUNKoolf
RmV71q+Y4JGgkwRrRAn3S/2JhvX29/xqi950 TPKLOUL
MQIjOvP2tGtTY7Djrlbb3FeY4a/dfz93nNUgutX11du2MP
YJRyrFb97gNac8XMMqO+i5IxrGGmPw8EYIXAoGBANY
MBUBCcR92ZVIhNqvNe/WUzn0OedBtKPdjdr16FTA7iaglR
uRItwLVyq9dRIbeQYnywEPSDhaUGauo5W98f3MpzD/M
Pn3DmGgl6+ZHIB/hthkPb+tcuGNtOfhKZxgdKHaz9JDIF
F7vQHgnqgwVMWSg798Rb168ZBx4NKaRyYmAUtA0oG
BANFgrY4jizsyoMzjZsfNdQYja02as4d5QjMZ1YwPkSk
Dy9HdUkwmVjLyll+d5MR152xP5KimY"

OK
AT+CSETCA=2,1656,0,0,"kJHnL40+V90RM82hGVJeH4 [/K & client key, #HE A%, XREH
KVIW2r0JBgIm7QzeHXiykMVRIO3SWP+gj65D7NzFBwWO  fi.
Fyw3MXY+GGwQZAm3k9av7HbIMWdnRecECHAOGAI
GmJkglnSIMjbdB1Bo1nyZ9biziYA+J9gD7wVBmMCAr5C
594cixDdjZ7FwvipAXItCDIMGGKJ0clgXpWEXx98C5w 2k
GPX0U4wwWzLQiFgHT1U+IHvrXYRcMKJID7s4cWzYLK
kfH6Q7XvCaPB+DptVFOafyjgS2zzq+v37RE+d3fbECgY
EAghK3f1gghKjdrKHQFkxTaQ7T+JAk/AKel7Qy8Clzof
FTy/lrcx6YBYwFF3fzvRAWjUayldyV2YYqvm4tESLgMFEN
bfhTURf+vW+0K1eknLGsWVSofOP3N5md7wcLtulD6M
d7M5Z1ZgUOaE+ZkMWeOnOUUI0OToQoFsv1Hg9+qgk4vz
0CgYAOaPbpuTXbPViDoluL11Mt4UdInfdgzL4jpnVFus
3SAJuedwrrKFclRU5vb3irDRZ0d9Tewf+fT2g5x5xFAeSI
VJeEWIjk0ddDz9yOhnréM7jneuzvuVBUQ/E5Q+S45XXk
BTwUdCOpfbuMJpKYijWsehOVGvpOyuPyV9tcnNVZ5Q
==-----END RSA PRIVATE KEY-----"

OK
AT+CMQTTSNEW="117.131.85.139","6001",60000,1024  //f]&E MQTTS L4
+CMQTTSNEW: 0

OK

AT+CMQCON=0,3,"myclient",600,1,0 k3% MQTTS #E#:f K
OK

www.simcom.com 15719
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AT+CMQSUB=0,"mytopic",1

OK
AT+CMQPUB=0,"mytopic",1,0,0,10,"3132333439"
OK

+CMQPUB: 0,"mytopic",1,0,0,10,"3132333439"
AT+CMQUNSUB=0,"mytopic"

OK

AT+CMQDISCON=0

OK

NOTE

SIM7020%&%)_MQTT(S) M A3#4_V1.05
13T 15 3= 8t
IRATH 2
ISR R 55 B8 R A 2 5 KT 1 v /2.
HEE T 3] 3

I MQTT 4%

® “AT+CSETCA” HIHLIES % ATC (Y.

7.2 MQTTS R Azure loT

I MQTTS ¥%3E Azure loT BYBIF

AT+CSETCA=0,1320,1,0,"-----BEGINCERTIFICATE-----\r\
nMIIDrzCCApegAwIBAgIQCDvgVpBCRrGhdWrJWZHH
SjJANBgkghkiGOwOBAQUFADBhMQswCQYDVQQGEwJ
VUzEVMBMGA1UEChMMRGInaUNIcnQgSW5jMRkw Fw
YDVQQLExB3d3cuzGInaWNIcnQuY29tMSAwHgYDVQ
QDExdEawWdpQ2VydCBHbG9i YWwgUm9vdCBDQTAeF
wOWNjEXMTAwWMDAwMDBaFw0zMTEXMTAwWMDAwMD
BaMGExCzAJBgNVBAYTAIVTMRUwEwWYDVQQKEwWXE
aWdpQ2VydCBJIbmMxGTAXBgNVBASTEHd3dy5kawd
pY2VydC5jb20xIDAeBgNVBAMTFORpZ2IDZXJO0IEdsb2
JhbCBSb290IENBMIIBIJANBgkghkiGOWOBAQEFAAOC
AQB8AMIIBCgKCAQEA4jvhEXLeqKTToleqUKKPC3eQy
aKI7hLOIlIsBCSDMAZONTjC3U/dDxGkAV53ijSLdhwZA
AlEJzs4bg7/fzTtxRULWZscFs3YnFo97nh6Vfe63SKMI2t
avegw5BmV/SI0fvBf4q77uKNdOf3p4mVmFaG5cizJLvO
7A6Fpt43C/dxC//AH2hdmoRBBYMql1GNXRor5H4idgq9J
0z+EKIYIVUX7Q6hL+hgkpMfT7PT19sdl6gSzeRntwi5m3
OFBqOasv+zbMUZBfHWymeMr/y7vrTCOLUq7dBMtoM1
O/4gdW7jVg/tRvoSSiicNoxBN33shbyTApOBG6jtSjletX+]
kMOvJwIDAQAB02MwYTAOBgNVHQ8BATBEBAMCAY
YwDwYDVROTAQH/BAUwWAWEB/zAdBgNVHQ4EFgQUA
95QNVbRTLtm8KPiGxvDI7I90VUwHwYDVROjBBgwFoA
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UA95QNVbRTLtmM8KPiGxvDI7I90VUwDQYJKoZlhveNA
QEFBQADggEBAMUCNGPIEXIK+t1ENE9SsSPTfrgT1leXKkl
oyQY/EsrhMAtud XH/"

OK

AT+CSETCA=0,1312,0,0,"qfwTpSdAtMoJcUv20AXAWN /B ERIET, 2PiEKRE, X&%E M.
9dSVkHxgfsdv1j/O6nstC4cErYfT6/pd603V+Fr+b+idk/OL
dxzhJfY1lI3uYVNKZrRarcPuOn1WAFOxDIpxAmXrDozCD
4mHpOIIP/F8TFbDIMigyZ+QOPC+32KJZLg+MRNnz0ODxG
PsQ+zONL/IRFmhwYkirncwhRdomeC+SePmL15TCQ1Y
Szr/iSaYWMG55N0K qJdfY43xNuDL+kFT3PUQXb41Q4
E/0+ChnAgs681ic+TVDceD6RPNHjIGnyFikjXLwW5eNt
H9-----END CERTIFICATE-----"

OK
AT+CSETCA=1,1204,1,0,"-----BEGINCERTIFICATE-----\r\ [/ & client key, WK%, XREH—
nMIIDWTCCAKGgAwWIBAgIUB4EK6D+f76r15JLD8a6bwUq  fi.
mKkvewDQYJKoZIhveNAQELBQAWTTFLMEKGA1UEC
wxCQW1hem9ulFdlYiBTZXJ2aWNIcyBPPUFtY Xpvbi5jb
20gSW5jLiBMPVNIYXR0bGUgU1Q9V2FzaGluZ3RvbiB
DPVVTMB4XDTE4MDkwNDEXMDUzN1oXDTQ5MTIzMTI
zZNTk1OVowHjEcMBoGA1UEAWWTQVdTIEIVVCBDZXJO0
aWZpY2F0ZTCCASIwDQYJKoZlhveNAQEBBQADggEP
ADCCAQo0CggEBAOcakW+VgKqutUgKCIYPmMWS2Bi3
NGWH8yp9wOMwehHhIuLEUgipIDi/ufH34EGGMYdIgw
AksGmB86XGZVaDxldOaz5x75yRFnMzd/CMesgc0450m
dK5Rb19J7nfL+ADcuFAsbuOkXtHqYQ5SQWpJ2R5hCO
flOZw9YfuFtUpjiBxn7PNGGwioaTSzam1KZbpdhgqPTS
OXBRO8GTUzs+ZGVJJ1IINdO0oSsGIWiMVQ6BGoWF1
7TdsrcK7KIwut5CRYF3/farTOBtcYM6SEaDZTIxt2d T5UO
C1DIROF57rNDj83+eK7WhO7QQa8TIHT7CH8MQC+tg6
GPGzXH9vQmI8M2j/PUCAWEAAaNgMF4AwHwYDVRO0jB
BgwFoAUt2BE+0OEFbUjmfcBgFI9a7BbHUQWHQYDVR
0OBBYEFCMLQyJ08cQ6hONEX2LbKIOU7Ww5SMAWGA1
UdEwWEB/WQCMAAwDgYDVROPAQH/BAQDAgeAMAOG
CSgGSIb3DQEBCwWUAA4IBAQABBQDN6fkH/q3RpmJt+
VDb1RNYMytFmkBAbKTvqZR7il0xiKmVV1SjvZ0jrinéd
€cszZQuHCoxbV9raqvODYrRWzY550+eL Dert4INBiR/VIO
gj7r5HPcl9gtykWpBFoTZFztat8WQ5DjWJz/kDRBwxAOI
NbSUGEKQqgJ"

OK

AT+CSETCA=1,1204,0,0,"BJ2bnmpYQU7amSoAu4EF1  //XE client iE+, /A KIE, X5
CvCD3bboCr8+SzjdA8fomJu7xnWgl1KD5jF4tHNj97Kc  fi.
gFIXTxItwYDWMNUNNDyCc30i3K+Ty4qvdF6+vbWhzm
MyHW7aHpSJt1UIQaPWBKd/y60AnGFu79FFGKEzviWk
DONXdTOIDIUIK9HXxt7i/8BYvx4k3G7-----END
CERTIFICATE-----"

OK

www.simcom.com 17719



ﬁ 3:
@oes
=Ll Com SIM7020%%1_MQTT(S) RIAISTHY V1.05

2 SINSEA AT Eompany

| =l

AT+CSETCA=2,1652,1,0,"-----BEGIN RSA  PRIVATE //#& & client key, ZPfAI%E, XZEH—
KEY-----\r'nMIIEowIBAAKCAQEA5xqRb5WAqq61SAolh  fi.
g+ZZLYGLc0ZYfzKn3DQzB6EeEi4sRSCKkgOL+58ffgQ
YYxh2WDACSwabzpcZIVoPEhO5pnnHvNnJEWCczN38Ix6
yBzTjmiZ0rIFsjOnud8v4ANy4UCxu7SReOephDIJBaknZ
HmMEI5+U5nD1h+4W1SmOIHGfs80YbCKhpNLNgbUplul
2GC0o9NIScFE7WZNTOz5kZUknWUg106hKwYlalxVDoE
ahYXXtN2ytwrsojC63kJFgXf99qtPQG1xgzplRoONIOXG3
Z1PITQLUOVE4Xnus0OPzf54rtaE7tBBrxOUdPsIfwxAL
62DoY8bNcf29CaXwzaP89QIDAQABAOIBAAXMGNHfwj
aF425HMieKxKJOHqGPf4+Bs+OEBPjZ2yDZUii/BvTgkd
qJ9P2D94U67EIzr92L. Ca64nBDFG7RHbQAL3Qxd37IcC
WDfAuU1fWnl3dzEEjE9QafmhuDicPo0jzsTokS4o0NhLNN
wTHCj6aUPI0z9d9LACqi6REBcpoAR2Zr5ymGv2AmcG
NgKtFGI+9UaT1wfSNzKxdNMmNJIVyd9N5IvSnrv9snek
8/Y5m5XzKf020PuCxfVc/zZz5ZD05S0glgRWEActQzXhKis
2anJ/1uOvHC1v6pj263mHBewaxdPJMa5EI1BG1xOPJg
m+UI8X9Mg7CSJq4Zo6suOBEt7OGYECgYEA9gUBOO
V/ITUGDyK4itJnNo/FOINAABXI4APgREQNoyIXWLO0g2lY
DC/MVitOfGVe6ret4M9gqG+4wm5uhoOntAVmM3/XGOLvB
el6FyQ/dtevRR8L13+4u/7bX4uEz3PIoQEI3+MJFMXy8C
E4qTn69zS6TgTtyc6f3vcAqzyKEBA8tBEfKCgYEA8HQO
d4JpcSGnWtXpA2fgioGdYW2elLRZchJO5tVPU76nHU/p
LRYIgsjm0JsYwLo8V7yDCWHuxf"

OK

AT+CSETCA=2,1652,0,0,"WBMO8SckHQWttydXXj3LuG /[ & client key, HFEKI%E, XR&HE
5D3Y8Rk/6zfqD4FOfFHfIOtcOy00k3s7l1g6Jrqu8nXDbbh  fi.
OU1jiMW18/iTUax/U7zM5kA6enxgd0CgYEA7M62dwIG8
J6QXYNTVTTf6rILnvGUAG0FHXTmMSfI9O3EWQOFOXQN
fLQYw60BQq97netZAbioU3t9eqghco2Y98LPigKCdQYkIL
Svk2KYPFDuiqgcl1biYHwW0ZAvX6yObPzc+PzFofx EMwY X
TzUJME7NwgmWhblhQ7JIL4uPcSGKjNOgkCgYB6TMcO
OFwzrvvilH5GvyORbvNNQ2R4ZbDzs/V0ZIgcwumeqgeJ
YHTronR8jwRNr+lUbYju0qGOh8cGTe/Br/r42jYhyqzx62
UO02sdkBoVdaPhenlJ+I11limxrpASPuNKbBBW9fkePgn/
2QXsmX2fyaER10U4nd27MQALZYQCQU+QKBQgE6TGe
[2DPFN5ILemnG1DN+eNEX07QIiE4Q40GL7P2MKEQST
nJKKHakvmtooghCgqA2HzOzOI8hXSkeokg Tw+OPys69
UHgHQA4rhPxfLTYywkCzD2AQukwqK8CSgDAMmMMM|O
FfgnQtcX9Ptyl4DgkcQ/gIm4wNvIXJZm3A4v4tgklR9-----
END RSA PRIVATE KEY-----"

OK

AT+CMQTTSNEW="9AMIoTHub-HW.azure-devices.cn", //8)& MQTTS 4.
"8883",60000,1132

+CMQTTSNEW: 0
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OK
AT+CMQAZURECFG=0,"9AMIoTHub-HW.azure-devices
.cn","simcomdevice","n1AOgKmMG6ItXWINX1HL4zPAih
/ug50D7P4rCv6pc/3c=",86400

OK

AT+CMQAZURECON=0,600,0

OK
AT+CMQSUB=0,"devices/simcomdevice/messages/dev
icebound/#",1

OK

+CMQPUB:
0,"devices/simcomdevice/messages/devicebound/%24
.mid=ded0dda5-42df-42f3-a530-d5842e152d18&%?24.to
=%2Fdevices%2Fsimcomdevice%2Fmessag”,1,0,0,14,"
32333332333233"
AT+CMQPUB=0,"devices/simcomdevice/messages/eve
nts/*,1,0,0,12,"313233343938"

OK

AT+CMQDISCON=0

OK

NOTE

SIM7020&%)_MQTT(S) MA# V1.05

118 Azure 10T 223

I1%3% MQTTS &G K

IRT ) 3

I 2] Azure 10T T & T B

ITRATH S

I MQTT %4

AT+CMQAZURECFG 1Z4(n] LAM Azure loT 3REL.

B8R A R, "devices/devicelD/messages/devicebound/#"
KA B B (R, "devices/devicelD/messages/events/"
F A "devicel D" ] LA &% AT+CMQAZURECFG H [t &
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